Release note - 20. February 2023

Removal of rarely used standard company fields

The company profile fields below, located within the "Your Team" section, will be removed from the Faces standard fields.
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In case agencies have stored content in these fields we created custom fields in the agency configuration and mapped it to the defined target
system commands.

Check new passwords against "known bad passwords” list

From now on, upon changing a users password, Umbrella Faces will check the new password against a list of passwords known to have been
leaked to the public in compromised databases. Such a password is not considered secure anymore and hence will be rejected.

Rejection of the password is solely based on the above check and does neither mean there was previous attempt to access Faces using these
credentials nor that your data is or was in any danger. It is simply an additional check to ensure maximum data safety.

Example:

If the chosen password was "Asdf123." Umbrella Faces will return the system message

The chosen password is on a list of known-bad (compromised) passwords. Please choose a different password
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